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ABSTRACT 

Purpose: With the emergence of Online Purchasing, Product Identification is an essential 

model that allows the seller to add a product to a decentralized platform such as Blockchain 

and allows buyers to purchase the product from the decentralized platform. Fraud products, 

counterfeiting, and duplication are the current marketplace's major problems. This aims to 

develop a system for verifying product identification with their information, ownership, and 

validity detail. 

Design/Methodology/Approach: The proposed system applies Extreme Programming (XP) 

to reduce the risk caused by the fixed-time project using new technology and thus the final 

project could be delivered in time. Solidity and metamask being new technologies were 

unstable and to adopt the changes, the agile development model was the best through ABI 

and the bytecode are deployed into the Ethereum Blockchain. 

Findings/Result: This system maintains the buyers, sellers, and product details in a 

decentralized blockchain platform. This research details the entire product development 

process from planning, analysis, design, implementation, and testing for systematic online 

purchasing. Verifying the product ownership and its information to get the original product 

is the major difficulty in this space, but this research systematically solves some of those 

problems. This signifies an improvement in the current centralized way of purchasing goods 

online, where the information remains as it is entered by the seller while listing the product 

in Nepal and developing countries context. 

Originality/Value: The study has produced a decentralized, reliable, secure, and third-party 

independent marketplace for buying and selling products for fraud free market. 

Paper Type: Research paper 

Keywords:  Decentralize platform, Security, Product uniqueness, Product valuation, 

validation, blockchain technology 

1. INTRODUCTION : 

Business is dynamic to cope with the environment [1] [2]. Production Identification is the platform 

through which people can incorporate in to a business strategy around the globe. Product Identification 

creates a marketplace for the people who want to sell and buy the product in a secured manner, as this 

system is based on blockchain technology such that it ensures the proper security of the data of the 

users who are using this system [3], [4]. Counterfeiting and duplication are always a problem when a 

product or technology is exported, as they can harm a company’s brand, revenue, and customer health. 

Counterfeit or fraudulent items have become a significant cause of concern for producers, resulting in 

insignificant losses. This is where the Product Identification system comes into action as it is using 

blockchain technology, which can be used to verify the product’s credibility [5], [6], [7]. 

A blockchain is a distributed network of personal computers that keeps track of duplicated transactions 

in a digital ledger. Every block contains many trades, and whenever a new transaction is conducted 

on the Blockchain, it is logged in all participants’ records. Blockchain is a distributed ledger 

technology that records transactions using a hash, an unchangeable cryptographic signature. 
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Counterfeiting is a problem that blockchain technology may be able to help with [8]. 

With this system, the Buyer will have assurance as the product purchased from a Customer or a Brand 

is genuine and its value to its age. Within this system, the seller will have the option to enter the detail 

about the product whether it’s an old or new product. The basic information about the product such as 

name, and images will be stored in the normal database but the actual information such as 

manufacturing date, Batch No, and Barcode mapping is stored in Blockchain which is not editable as 

a chain of blocks. Also, no intruder can interfere with it as the smart contract will be deployed in a 

secure Ethereum platform. Now once sellers publish the ads for their product, buyers will search for 

it and make their choice. The buyer now will have the option to view the product detail if the seller 

allows anyone to view it, else the buyer will contact the seller and asks for the product detail. After 

the buyer will make the purchase, the seller will transfer the ownership to the buyer, and a new 

transaction log is saved in a blockchain [9]. 

2. RATIONAL OF THE RESEARCH : 

Fake Product Identification is the major problem our system is focused on. Counterfeiting and 

duplication are always a possibility when a product or concept is sold globally. Fake documents could 

endanger the company’s reputation as well as the security of its customers. Detecting a counterfeit 

item is currently the most difficult challenge. As a result, item creators will face significant challenges. 

In the countries like Nepal and India, fake and counterfeit products are an issue. Using Blockchain 

technology, the proposed method creates a unique transaction ID. Trade records are preserved in 

blocks in this method. It is difficult to change or obtain access to the information stored in these blocks 

since it is protected. Another problem identified is price value fluctuation. The more seller uses that 

product, the less its value will be going to be. But not in the scenario of Nepal, as we don’t have any 

source to verify when this product was purchased first. And how many times the product is resold. 

These are the major problems identified for both the customers and the renters in the vehicle renting 

system in our country and the proposed system will set its objectives to alleviate both these problems 

[10], [11], [12]. 

3. OBJECTIVES : 

The objective of the research is to track the transaction through Blockchain detailed information of 

the product before the buyer makes any transaction with the seller to value the product price based on 

its age during online purchase.  

4. METHODOLOGY : 

The agile software development methodology is a process for developing software. Agile means the 

ability to move quickly and easily and respond swiftly to change this is a key aspect of Agile software 

development as well [13]. Extreme Programming (XP) is an agile software development framework 

that aims to produce higher quality software, where software is developed in incremental cycles. It is 

used for time-critical applications, and for dynamically changing software requirements. It is suitable 

for a small co-located extended development team. 

In the development of the project, blockchain technology was studied in detail. In the initial phase of 

the project, current blockchain technology, which is being used around different countries in the world, 

was studied. Considering the usefulness of those systems, the requirement of our system was defined. 

Our study on the current product identification process in Nepal showed that an online purchasing 

system through which people could buy or sell products without having to go to the marketplace is 

needed to increase security and fairness. A good buying and selling of products must have security, 

reliability, dynamic, and un-editable at the same time. To satisfy all these criteria, blockchain 

technology was chosen and different articles and papers were studied. After defining the requirements, 

a smart contract was written in Solidity. It was deployed and tested using Remix ide. It was checked 

if the smart contract could meet all the requirements. In this initially deployed smart contract, every 

address could buy and sell the products. This smart contract was again tested and was modified till it 

could meet all the functional and non-functional requirements. All the change in the smart contract 

was incorporated into the backend. To test Hardhat network was used [14]. 

The proposed system requires rapid change. For the dynamically changing software requirements, XP 

is appropriate and it was chosen for this project. This model also reduced the risk caused by the fixed-

time project using new technology and thus the final project could be delivered on time. Solidity and 
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metamask being new technologies were unstable and to adopt the changes, the agile development 

model was the best. It allowed to break lengthy processes, automated units, and functional testing and 

thus helped to deliver the project on time [14], [15], [16].  

 

4.1 System Analysis: 

Analysis of the system was carried out so that there is a strong guarantee of the system’s utility and to 

facilitate the smooth completion of the project. The system analysis contains information about the 

requirements of the system as well as a feasibility study of the newly developed technology. 

Requirement analysis is carried out so that the functional and non-functional requirements of the 

system can be figured out and implemented accordingly. There shall be an option for the seller to add 

numbers of the product (old + new) in the system. There is no barrier to limiting the product count. 

The buyer shall view the product without any authentication mechanism. The system shall store the 

user product detail in a decentralized ledger. The buyer shall view the purchased items. The seller shall 

view the list of products that are listed for sale. The UI should be clean and intuitive. A proper wallet 

connection should be established. The buyer shall view the product detail along with its previous 

owners and dates [16], [17], [18], [19].  

 

4.2 Use Case Diagram: 

The given diagram of figure 1 shows a generally high-level flowchart of the Product Identification 

System.  

 
Fig. 1: Use Case Diagram [Authors] 

 

The diagram can be used to understand the general working principle of the system. The process starts 

with a registered user logging into the system. The homepage will provide the user with options to 

either act as a buyer or a seller. If the user is a seller, s/he can post a product ad to the platform. The 

users who are registered as a seller can also be a buyer. Once the buyer is ready to purchase a product 

from the seller, the seller will have the option to transfer the ownership and a log is maintained in a 

Blockchain [20], [21], [22]. 

5. BUSINESS OPERABILITY : 

Operational assurance is very important in helping business houses, and organizations to decide 

whether the system should be adopted or not which depends upon operational, economic, and technical 

suitability. 

 

5.1 Operational Feasibility: 

Operational feasibility measures the extent to which the system will solve the problem that is identified 

and fulfills the requirement of the potential users. In the current scenario, there is a lot of demand in 

Nepal regarding the product marketplace. The healthy boom in e- commerce and online product trade 

increases the need for a security marketplace. The points were taken for the operational feasibility of 

the proposed system. The proposed system will likely solve the secure marketplace problem for 

business operations by providing a secure platform that has been built using blockchain technology 
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[15], [16]. The proposed system keeps track or records of any products maintaining the genuineness 

of the products and providing information about the products showing how many times they have been 

resale [17]. The proposed system also ensures the safety of the data of the users of this system [19]. 

The proposed system is using Metamask to connect user wallets and allows trading the products in the 

marketplace [23].  

 

5.2 Economic Feasibility: 

Efficiency determines if the project goal can be achieved within the resources limit allotted to it or not 

along with time considered. Since the proposed system has been built using blockchain technology 

such that there need to pay the gas fee to carry out every transaction and products price are also traded 

in crypto that the following considerations are taken for economic feasibility. The proposed system is 

using a smart contract for memory management such that it can minimize the economic burden to 

accomplish this project to some extent. Since this is a college project so, the proposed system is 

deployed locally using Hardhat (Local Ethereum Network) in a public network due to which there is 

no kind of deployment charge [23]. 

6. SYSTEM DESIGN : 

After the requirement analysis, the system is designed and the process of system design is represented 

by a highly detailed activity diagram and a database schema that is used for making the application. 

 

6.1 Activity Diagram: 

The given diagram of figure 2 shows a generally high-level activity diagram of the Product 

Identification System. The diagram can be used to understand the general working principle of the 

system. The process starts with a wallet connection to the system. The homepage will provide the user 

with options to either act as a buyer or a seller. If the user is a seller, s/he can post a product ad to the 

platform. The users who are registered as a seller can also be a buyer. Once a buyer is ready to purchase 

a product from the seller, the seller will have the option to transfer the ownership and a log is 

maintained in a Blockchain [6], [7].  

 

Fig. 2: Activity Diagram [Authors] 
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6.2 Class Diagram: 

 

 
Fig. 3: Class Diagram [Authors] 

 

The given class diagram of figure 3 shows the attributes and functions of the actors in the system. The 

relationship between seller and buyer is 1 too many meaning that one seller can have many buyers. 

Similarly, an admin can manage many systems and users [8]. 

 

6.3 Sequence Diagrams: 

The sequence diagram is used primarily to show the interaction between objects in the sequential order 

that which that interaction occurs. 

 

 
Fig. 4: Sequence Diagram [Authors] 
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6. 4 Component Diagram: 

The component diagram as shown in figure 5 this project depicts the association and dependencies 

between the various components and their interactivity. 

 
Fig. 5: Component Diagram [Authors]  

6. 5 Deployment Diagram: 

 

 
Fig. 6: Deployment Diagram [Authors] 

 

The deployment diagram is shown in figure 6 the execution architecture of the system. Here the 

proposed system execution starts when the Solidity compiler (solc) compiles the smart contract written 

in solidity. Once the Smart contract gets compiled by solc the Smart contract gets converted into 

Application Binary Interface (ABI) and bytecode as shown in the figure below. ABI is in the high-

level form such that our system interacts with Smart contract using that ABI and the bytecode are 

deployed into the Ethereum Blockchain. Several small and medium businesses are working efficiently 

on it [24], [25], [26], [27]. 
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6. 6 Algorithm Details: 

Here are the steps that are followed in order to deploy our smart contracts in the Ethereum Blockchain 

network and interact with it [28], [29], [30]. 

(a) Compile the Smart Contracts: Smart contract is written in Solidity programming language. So, 

smart contracts were compiled with solc compiler 

(b) Setup the blockchain network or use the public blockchain network: Local blockchain 

networks can be set up with Ganache or Hardhat which provides the private key along with some ETH 

balance on it. 

(c) Write the deployment script: Deployment script is the javascript function that actually connects 

to the blockchain network and sends transactions on it. 

async function deploy(){ 

let r = await web3.eth.sendTransaction({ from: myAccount.address, 

gas: 8000, 

data: bytecode }) 

} 

(d) Store the Contract address: Once a smart contract is deployed, it returns the contract address 

along with the block number. This is how smart contracts are deployed in the Ethereum blockchain 

network. 

7. IMPLEMENTATION : 

Implementation of the system was carried out after the system was designed. The front-end and back-

end logic of the application were both catered to provide maximum client satisfaction and fulfillment 

of the objectives that were initially defined in the project [31], [32], [33]. 

 

7.1 Tools and Technologies:  

The implementation of modules can be differentiated into major categories that define the 

functionalities of the application and objectives defined for this project work. Some of those categories 

include Wallet connection, adding product to the blockchain network, purchasing the product, and 

resulting from the product. Currently, some of the modules have yet not been finished such as storing 

the buyer and seller's basic information in a relational database [34], [35], [36]. The front-end of the 

system was developed using React and Javascript. The reason to choose these frameworks is that it is 

easy to learn, flexible, and provide speed and performance. The backend of the project is supported 

by the development of smart contracts that are written using the Solidity programming language. And 

Hardhat framework is used to deploy the smart contract into the Ethereum network. The product is 

stored in a Decentralized network Blockchain. So Blockchain and Ethereum networks act as a 

decentralized database for us. Trello was used for project management. Github was used for version 

control and collaboration among the team members. 

7.2 Wallet Connection with Metamask:  

As users have to connect their wallet address using a browser extension such as Metamask. 

Method for wallet connection with metamask 

const web3Handler = async () => { 

const accounts = await window.ethereum.request({ method: 'eth_requestAccounts' 

}) 

setAccount(accounts[0]) 

const provider = new ethers. providers. Web3Provider(window.ethereum) const signer = 

provider.getSigner() 

loadContracts(signer) 

} 

 Add product for sale 

This system allows the seller to add products for sale. Currently, the system supports a limited number 

of product categories. To add a product for sale, the seller has to complete three steps of verification 

along with a certain gas fee. The three steps are NFT mint, approval for the marketplace, and contract 

verification. 

 Method to add product 

const createProduct = async () => 

{ 
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if (!image || !price || !name || !description) return; try { 

const result = await client.add(JSON.stringify( 

{image, price, name, description, productType, vehicleNo, lotNo, deviceIdentificationNumber, 

propertyVerificationNumber, purchaseDate } 

) ); 

mintThenList(result); } catch (error) 

{console.log("ipfs uri upload error: ", error); } } 

Purchase product 

The system allows buyers to purchase the product from hosted Ethereum network. The buyer needs to 

pay the amount of the product along with the 1 percent market price. 

 Method to add product 

const purchases = await Promise.all(results.map(async i => 

{ 

i = i.args 

const uri = await product.tokenURI(i.tokenId) // use uri to fetch the product metadata stored on ipfs 

const response = await fetch(uri) 

const metadata = await response.json() // get total price of item (item price + fee) const totalPrice = 

await marketplace.getTotalPrice(i.itemId) // define listed item object 

let purchasedItem = { totalPrice, price: i.price, 

itemId: i.itemId, name: metadata.name, 

description: metadata.description, image: metadata.image } 

return purchasedItem })) 

Resale the product 

The system allows buyers to re-sale the product they have purchased through the blockchain network. 

During reselling, they can edit the project name, description, and the price of the product. 

Method to resale Product 

const resaleProduct = async () => {const image = items[0].image; const price = items[0].price; const 

lotNo = items[0].lotNo; 

const vehicleNo = items[0].vehicleNo; 

const propertyVerificationNumber = items[0].propertyVerificationNumber; 

const deviceIdentificationNumber = items[0].deviceIdentificationNumber const productType = 

items[0].productType; 

const nft = items[0].nft; try { 

const result = await client.add(JSON.stringify({ image, 

price, name, description, 

productType, vehicleNo, lotNo, 

deviceIdentificationNumber, propertyVerificationNumber }) 

); 

mintThenList(result, nft); 

} catch (error) { 

console.log("ipfs uri upload error: ", error);}} 

7.3 Testing and Validating: 

For 13 different unit test cases under four major functionalities, the application has to be tested and 

validated [37], [38], [39].  

 

Table 1: Test Cases for Unit Testing and Result 

S. No. Test Case Expected Outcome Obtained Outcome Result 

Wallet Connection 

1. User tries to connect 

their Wallet 

The user wallet should get 

connected to the meta mask 

wallet when the user clicks on 

Connect Wallet button on the 

navbar of the system. 

The user wallet is 

connected. 

Pass 
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Add Product for Sale 

2 The user clicks on 

the Dashboard 

Once the user successfully 

connects to the wallet the user 

must be redirected to the 

dashboard. 

The user is directed 

to the dashboard 

page. 

Pass 

3 In the dashboard, the 

user clicks sale the 

product 

When the user clicks on the 

menu item Sale Product on the 

user dashboard page form page 

must need to get open. 

The user is directed 

to the form, where 

they can add product 

Pass 

4 User select the 

product type and 

enter the detail 

based on the product 

type selected 

Once the Form page is opened 

the user must be able to access 

the additional fields inside the 

form once the users fill-up the 

one field. 

The user is prompt 

with additional fields 

Pass 

5 If the user did not 

fill all the 

Information 

If the form did not get submitted 

then the system must throw an 

error displaying a warning 

message. 

The user gets greeted 

with a warning 

message. 

Pass 

6 In the add product 

form, the user enters 

valid data and 

presses submit 

button. 

If the user fill-up the form 

completely without any error the 

info on the form needs to get 

stored in the block chain 

network 

Data is successfully 

stored in the block 

chain network. 

Pass 

Buyer Purchase Product 

7 User clicks on the 

Products Menu. 

When a user clicks the menu 

item Listed Products in the user 

dashboard then the user must be 

redirected to the products listing 

page. 

The user is directed 

to the products 

listing page. 

Pass 

8 The user clicks on 

the buy now Button 

On clicking the buy now button 

on the product card the user 

must need to be prompted to the 

metalmark wallet to pay the 

amount of product. 

The user is prompted 

with meta mask 

wallet. 

Pass 

9 The user clicks on 

the product Card 

Whenever the user clicks on the 

anywhere in a product card the 

user must need to be redirected 

to the product detail page. 

The user is directed 

to the product detail 

page 

Pass 

10 The user clicks the 

buy nowa button 

from the product 

detail page 

Whenever the user clicks on the 

buy now button on the product 

detail page then the also the user 

must need to get prompted to the 

metamask wallet to pay the 

amount of product. 

The user is prompted 

with a metamask 

wallet. 

Pass 

Resale the product 

11 The user clicks the 

dashboard 

Menu 

After getting connected to the 

wallet whenever the user clicks 

the Dashboard on the top 

navigation bar then the user 

must need to be redirected to the 

particular user’s dashboard. 

The user is directed 

to the user 

dashboard. 

Pass 
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12 A user clicks on the 

purchased 

List 

Whenever the user clicks on the 

Purchases menu item on the 

user dashboard the user must get 

redirected to the purchased 

products page. 

The user is directed 

to the purchase 

product page. 

Pass 

13 A user clicks on a 

resale product 

Whenever the user clicks on the 

resale button on the products 

listed on the purchased products 

page then they must need to get 

prompted to the metamask 

wallet and must complete the 

steps of NFT mint, approval for 

the market place and contract 

sign. 

The user gets 

prompted to 

metamask wallet and 

all required 

operations are 

carried out. 

Pass 

 

7.4 System Testing: 

Initially when the seller adds an item to the marketplace seller is the first owner of the product and 

when the buyer purchased the product, the ownership of the product is transferred to the immediate 

buyer and the buyer can also resale the product in the marketplace again. The system successfully 

forms the block and saves the transaction history and transaction detail in the blockchain and a new 

block is also formed in every transaction the buyer and seller made. For 13 different unit test cases 

under four major functionalities, the application so far has remained successful. This is a positive 

result as the success of these functions validates the successful design of the proposed system to make 

online marketing more compassionate [36], [37], [39], [40], [41]. 

 

Table 2: Test Cases for System Testing and Result 

S. No. Test Case Expected Outcome Obtained Outcome Result 

1. Browser 

Compatibility 

The system must not 

support all browsers. 

The system is compatible 

with the only browser that 

supports web3. 

Pass 

2. Responsiveness The app must have to be 

responsive across all 

forms of devices. 

The app is responsive on 

all devices. 

Pass 

3. Navigation The links, buttons, and 

menus should perform the 

desired task only. 

The links, buttons, and 

menus perform the desired 

task. 

Pass 

4. Wallet 

Connection 

The wallet connection 

must work fine. 

The wallet connection 

works fine. 

Pass 

5. Data Validation The form validation 

method must validate the 

data properly. 

The form validation 

method works well. 

Pass 

The way Nepal is progressing on the track of rapid digitization from Agriculture to Education 

including administrative reforms assures that project product identification will be booming product 

very soon [42, 43, and 44]. Society is on the progression of society 5.0 for which we have to consider 

several factors and enhance smartness in every walk of life. Smartness in future academic operations 

to future business is a fundamental need for existence in the upcoming days [45, 46, and 47]. 

8. CONCLUSION : 

After the completion of the project, a decentralized, reliable, secure, and third-party independent 
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marketplace for buying and selling products was developed. With the creation of Smart Contract, 

deployed successfully in the Ropsten test network, a full functioning DApp using Truffle was made. 

The system is compatible with the only browser that supports web3. 

The app is responsive on all devices. The links, buttons, and menus perform the desired task. The 

wallet connection works fine. The form validation method works well. This system is only applicable 

to larger organizations. Since the system is running in Ethereum, a private blockchain should be set 

up to use for in the marketplace. Less knowledge of people about blockchain technology. Future 

enhancements are needed to make revolutionary changes at the national level and create a digital 

identity using Uport. Mandala the best blockchain which needs to be studied.  
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