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ABSTRACT 

To address the latency and security challenges inherent in traditional cloud-based systems, this project 

introduces a Lightweight Cryptographic Framework designed for secure and efficient data exchange in edge-

assisted IoT networks. The core of the system is an Edge-Based Blockchain Secure Data Sharing Scheme 

(EB-SDSS), which decentralizes data processing by enabling edge servers to interact directly with IoT 

devices. This significantly reduces data transfer delays and enhances performance compared to conventional 

cloud-centric models. The integration of blockchain technology ensures tamper-proof and transparent data 

storage through hash-based transaction records. This guarantees data integrity and trust in the system. To 

protect sensitive IoT data, AES symmetric encryption is employed for robust and lightweight encryption, 

while Locality-Sensitive Hashing (LSH) facilitates fast and efficient data retrieval across the blockchain. To 

eliminate the overhead of certificate management, a certificate-less signature scheme is implemented to 

authenticate IoT devices and verify data legitimacy. In addition, Shamir’s Secret Sharing method is utilized 

to protect cryptographic keys, enhancing the secure exchange and storage of sensitive information. As an 

extension, the project incorporates Elliptic Curve Cryptography (ECC) to offer strong encryption with 

smaller key sizes, optimizing resource usage on constrained IoT devices. Furthermore, cache memory is 

leveraged to accelerate LSH operations, reducing the computational burden for repeated queries. By 

combining these cryptographic techniques and edge-computing principles, the framework enhances the 

security, efficiency, and responsiveness of IoT data sharing. It is especially suitable for sectors such as 

industrial automation, healthcare systems, and smart cities, where real-time data integrity and confidentiality 

are critical. This innovative approach lays the groundwork for scalable and trustworthy IoT ecosystems, 

supporting more agile and secure applications in next-generation smart environments. 
 

Keywords: Edge-based Blockchain, Secure Data Sharing, IoT Devices, AES Encryption, Local Sensitive 

Hashing (LSH), Elliptic Curve Cryptography (ECC). 

 

1. INTRODUCTION: 

Ranging from smart cities to transportation, healthcare, and energy management, the "internet of things 

(IoT)" includes a wide spectrum of uses that greatly improve user experiences and services.  Many of which 

are smart towns, transportation, healthcare, and energy management, the internet of things (IoT) includes a 

wide spectrum of applications [6] [10].  Forecasts factor to exponential growth of the IoT sector, with 

investments hitting $4.3 trillion and more than 30 billion linked devices by 2024 producing huge volumes of 

data needing efficient management and sharing [10].  Green data exchange among IoT devices improves 

contextual awareness, hence enabling coordinated actions and smart decision-making [3][5].  effective data 
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exchange is hampered, however, via issues including mistrust, data manipulation, illegal access, and privacy 

issues, which create data silos blocking IoT progress [7][8].  In IoT data sharing systems, the use of 

blockchain era provides a transparent and tamper-proof framework guaranteeing data integrity and 

authenticity and building confidence among IoT ecosystem members [2][6].  Proposed to solve problems of 

data security and privacy in industrial IoT systems, blockchain-based solutions might thereby improve the 

dependability of IoT networks [4] [18].  This work offers an "edge-based Blockchain secure data Sharing 

Scheme (EB-SDSS)", which uses blockchain and edge computing technologies to solve latency, privacy, and 

performance issues, hence allowing safe and quick data sharing inside IoT contexts [1][14][15]. 

2. OBJECTIVES: 

Enhancing secure and efficient data sharing in edge-assisted IoT environments is vital for reducing latency 

and ensuring trust. This work proposes a lightweight cryptographic framework combining blockchain, 

advanced encryption, and optimized search mechanisms to support scalable, real-time IoT data exchange. 

(1) To design a decentralized data sharing scheme using edge servers and blockchain technology, ensuring 

tamper-proof and trustworthy communication between IoT devices and servers while minimizing latency 

and dependency on centralized cloud infrastructure, thereby improving real-time responsiveness in 

distributed IoT ecosystems. 

(2) To implement a lightweight security mechanism integrating AES encryption, certificate-less signatures, 

and Shamir’s Secret Sharing to protect sensitive IoT data, reduce cryptographic overhead, eliminate complex 

certificate management, and ensure secure key distribution across resource-constrained edge and IoT 

environments. 

(3) To enhance data retrieval efficiency by employing “Locality-Sensitive Hashing (LSH)” for fast search 

operations on blockchain-stored data and optimize repeated queries using cache memory, along with 

adopting “Elliptic Curve Cryptography (ECC)” for robust encryption with minimal key size and 

computational cost. 

3. REVIEW OF LITERATURE/ RELATED WORKS:  

Its promise to solve the issues of data privacy, security, and efficient sharing has drawn great interest at the 

junction of IoT, edge computing, and blockchain.  With an eye towards using blockchain to strengthen safety 

and integrity, several research have investigated different ways to improve IoT data management and sharing. 

Blockchain technology's use in IoT has been hotly debated as a way to guarantee tamper-proof data sharing 

and openness.  Using consortium blockchain to offer trust and integrity in vehicular networks, Cui et al. [1] 

developed a blockchain-based system for secure data sharing among automobiles.  Manogaran et al. [21] 

applied this idea to smart industries, creating a blockchain-assisted secure data sharing architecture for IoT-

based devices.  This paper underlined how blockchain may guarantee the security and authenticity of data in 

industrial environments. 

 Yu et al. [3] investigated blockchain-enhanced data sharing in industrial IoT systems further, proposing a 

technique for traceable and direct revocation that guarantees critical information is shielded from illegal 

access.  Aiming at the difficulty of guaranteeing secure and private data exchanges among many stakeholders, 

Zheng and Cai [5] suggested a privacy-preserved data sharing model for several parties in industrial IoT 

networks in a similar manner. 

Regarding edge computing, various research have shown its capacity to lower latency and enhance IoT 

system performance.  Recognising edge computing as a key element for reaching low-latency data processing 

in such contexts, Xie et al. [25] performed a survey on blockchain technology applied to smart towns.  Chen 

et al. [27] investigated edge computing in healthcare applications, hence facilitating quick and secure data 

sharing for electronic health facts.  Shamir's secret sharing approach used in several studies [23][30] has also 

been recognised as a helpful cryptographic technique to strengthen the security of key management in remote 

IoT networks. 

Recent developments have also brought together edge computing and blockchain to solve the scalability and 

performance constraints of conventional cloud-based solutions.  Xu et al. [35] showed the viability of 

merging facet and blockchain for comfy communication by suggesting a blockchain protocol for wireless 

networks beneath hostile settings.  a few have additionally proposed the inclusion of "elliptic curve 

cryptography (ECC)" as a more green encryption technique, therefore guaranteeing good security and 

lowering computational load [23][19]. 
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Privacy-preserving methods have been extensively investigated in the field of data sharing.  For instance, Lu 

et al. [23] looked at how federated learning used with blockchain can let industrial IoT share data while 

preserving anonymity.  Likewise, "local sensitive hashing (LSH)" methods have been investigated for 

efficient seek operations over blockchain-stored data, offering rapid access to large-scale IoT datasets while 

preserving anonymity [35] [17]. 

This body of work emphasises the changing terrain of IoT data exchange, where the combination of 

blockchain and area computing offers a hopeful answer to the issues of privacy, security, and performance.  

Building on these developments, the suggested "erea-based Blockchain secure data exchange Scheme (EB-

SDSS)"offers a quick and safe framework for IoT data exchange via using blockchain's tamper-proof 

qualities and the performance advantages of edge computing. 

 

Table 1: Comparison Table for Related Work 

 

Sl.

No 
Area & Focus of the 

Research 
The result of the Research Reference 

1 Secure data sharing and 

access control in IIoT 

environments. 

Reduced key sizes and overhead with enhanced 

traceability and revocation. 

K. Yu, L. Tan., 

et.al., (2021). [3]  

2 Dynamic pricing and 

resource optimization in 

edge-enabled IoT 

systems. 

Improved service quality and provider profits 

through intelligent pricing. 

T. Wang, Y. Lu, 

J. Wang., et.al., 

(2021) [13] 

3 Blockchain protocol 

optimization for 

multihop wireless 

network environments. 

Enhanced efficiency and fault tolerance in wireless 

blockchain communication. 

M. Xu, C. Liu, Y. 

Zou., et.al., 

(2021) [17] 

4 Secure decentralized 

learning with blockchain 

and privacy-preserving 

techniques. 

Improved learning efficiency with strong privacy 

and fault tolerance. 

M. Xu, Z. Zou, 

Y. Cheng., et.al.,  

(2023) [18] 

5 Blockchain integration 

with cloud computing 

using shared-memory 

consensus. 

Achieved efficient, secure blockchain performance 

in cloud environments. 

M. Xu, S. Liu, 

D. Yu, X. Cheng, 

et.al., (2022) 

[19] 

 

4. MATERIALS AND METHODS: 

The suggested "edge-based Blockchain secure data Sharing Scheme (EB-SDSS)" allows safe and quick facts 

sharing among IoT devices, area servers, and cloud servers by combining edge computing with blockchain 

technology.  Addressing the demand for safe data exchange in IoT systems, blockchain as a decentralised 

and distributed ledger guarantees data integrity and transparency by means of tamper-proof, hash-based 

transactions [1], [7], [14].  Data is secured during transmission using AES symmetric encryption, hence 

guaranteeing secrecy and data protection [4], [5].  "Local sensitive Hashing (LSH)" is used to improve data 

retrieval efficiency by enabling quick and scalable access to shared information [11], [13].  moreover, 

Shamir's secret sharing system is used to secure cryptographic keys, hence reducing key management issues 

and guaranteeing strong security of sensitive data [12], [3].  offering a complete solution for safe data sharing 

in IoT and industrial settings, this method combines the low-latency capabilities of edge computing with the 

distributed security of blockchain [2], [19]. 
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Fig 1: Proposed Architecture 

 

This graphic (Fig.1) depicts a safe IoT data-sharing system combining "Locality sensitive Hashing (LSH)" 

and blockchain for efficient and comfy data transfer.  Before delivering collected data to a part server [4], 

[5], IoT devices (data owners) encrypt it using AES and extended ECC.  Using technologies including 

Metamask, Ganache, and Ethereum for safe storage and transaction control, the encrypted data is 

subsequently sent to a blockchain [7], [19].  By hashing comparable facts into buckets for quick approximate 

closest neighbour searches, LSH improves data retrieval [11], [13].  Data requesters seek the cloud; LSH 

guarantees data integrity and privacy [3], [14] even as it allows rapid recovery. 

4.1 Implementation: 

The disclosed system's implementation combines blockchain, IoT, and sophisticated cryptographic 

approaches for green seek and safe statistics management.  Usingblockchain, the user Signup and Login 

modules guarantee safe registration and authentication, hence protecting data integrity [7], [14].  files are 

encrypted with AES and ECC methods in the file add module, and signed using a bilinear hash code, 

therefore ensuring data secrecy and integrity; hash codes are recorded on the blockchain for traceability [4], 

[5], [12].  For quick data retrieval, the LSH search module uses "local sensitive Hashing (LSH)", caching 

search results on the edge server to accelerate following queries [11], [13].  Efficiency Graphs display the 

execution times for signing, encryption, and search operations.  While Cache memory keeps previously 

searched queries, hence lowering computing burden and enhancing search performance [3], [6], [19], ECC 

improves encryption efficiency for IoT devices. 

4.2 System Modules: 

To implement this project we are using the given modules. 

4.2.1 User Signup 

This module lets first-time user’s sign up for the program.  stored safely on the blockchain, user information 

guarantees its integrity and authenticity [7], [14]. 
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4.2.2 Cloud IoT User Login 

Registered users authenticate their credentials against the blockchain to log into the system, hence 

guaranteeing safe access to the platform and guarding against illegal entry [6], [7]. 

4.2.3 Data Owner File IoT Upload 

files can be uploaded by users; a bilinear hash code is produced utilising the blockchain for signing and 

validating file integrity.  A "local sensitive Hashing (LSH)" vector is generated from the file contents while 

AES symmetric method and ECC encrypts files.  stored in the cloud, the file's signing hash code and LSH 

vector are kept in the edge Blockchain server [4], [5], [11], [12]. 

4.2.4 LSH Data User Search 

With the edge server applying the LSH algorithm to locate pertinent files depending on similarity, users do 

key-word searches.  by using cache memory to keep past seek results, this module enhances retrieval speeds 

for repeated queries and lowers the LSH vector search load [11], [13]. 

4.2.5 Proposed Efficiency Graph 

including signature algorithm key setup, signing messages, verifying messages, and encryption times for 

AES and ECC algorithms, this module produces graphs to show the execution times of several activities.  It 

emphasises the speed and efficiency performance benefits of ECC for IoT systems [3], [4], [12]. 

4.2.6 Extension Efficiency Graph 

using the suggested LSH technique with cache memory, this module shows search operation execution times.  

It contrasts search times to show the improved retrieval speed made possible by the cache memory increase 

[11], [13]. 

4.3 Extension: 

by means of  major improvements, the project's extension seeks to maximise data recovery as well as the 

encryption process. 

4.3.1 Elliptic Curve Cryptography (ECC) 

ECC uses a more efficient cryptographic method to replace conventional AES encryption.  ECC is better 

appropriate for IoT devices under limited resources since it offers equal security to AES but with smaller 

key sizes and less computational load [4], [12].  In IoT settings, this change improves the performance of 

encryption and decryption processes. 

4.3.2 Cache Memory 

edge servers provide cache memory to keep previously searched queries and their results.  by avoiding 

duplicate calculations, this greatly increases data retrieval performance by reducing the requirement for 

repeated searches in the "local sensitive Hashing (LSH)" vector [11], [13].  by guaranteeing quicker retrieval 

for repeated queries, the cache improves the general system efficiency. 

4.4 Technical Implementation: 

Property and hire information are stored on the blockchain using the Ethereum platform, which uses smart 

Contracts written in Solidity to do so.  The next actions describe how to carry out the plan: 

 To launch the Ethereum tool [6], [7], go to the hello-eth/node-modules/bin directory and double-

click the runBlockchain.bat file. 

  Run the migrate command to deploy the smart contract.  A contract address created by this is utilised 

in Python to connect with the blockchain [1], [4]. 

 Using Python to call the smart contract using its address for saving and retrieving data, you may 

interface with the Blockchain.  The Python script's comments indicate how the contract [5], [3] 

interacts with the system. 

Reducing fraud and guaranteeing openness in property transactions, this blockchain-based system provides 

a strong and safe foundation for controlling lease and mortgage operations [2], [14]. 
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5. RESULTS AND DISCUSSION: 

Project double click runs by starting the python server using the 'run.bat' file and retrieving the page below. 

 
Python server launched in above screen; now open browser, type http://127.0.0.1:8000/index.html and hit 

enter to obtain below page 

 
To reach beneath page, click on 'New user Signup' option in above screen 
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user is login in above screen; following login, he will receive below page. 

 
In above screen user detailed saved in Blockchain and then i am showing all log details collected from 

Blockchain which contains details like Block no, transaction no, hash code and many other details.  showing 

above information allows you to inform your guide that info are saving on Blockchain.  To get below page, 

now click on 'user Login' link 
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user is login in above screen; following login, he will see below page. 

 
user can click on 'data owner file IOT upload' link in above screen to upload file to edge and cloud server 
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In above screen selecting and uploading file and then click on ‘Open and ‘upload’ button to save file in 

edge Blockchain and cloud and then will get below page 

 
The above screen in blue colour text shows SIGNING hash code produced from uploaded file, then details 

are saved in Blockchain and all log information acquired from Blockchain after storage is displayed.  

Likewise, you may submit any quantity of files.  Now click on the link for 'LSH data user search' to obtain 

below search option 
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Above screen typed some terms to search and then press button to receive details from Blockchain LSH 

search 

 
Above screen obtained search result from LSH along with file names, similarity score and 'download' 

option.  Clicking at the download link allows us to obtain file in decrypted form. 
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Above screen in browser address bar shows file downloaded and likewise you may look for any number of 

queries.  To obtain following graph, now click on link 'propose efficiency Graph' 

 
In above screen in first graph showing 'efficiency of signature' where x-axis indicates number of file uploaded 

and y-axis indicates execution time and each line indicates various task such as Key Setup time, signing and 

verifying time.  In second graph showing encryption time for propose AES and extension ECC algorithm 

and in both methods can see 'Extension ECC' tool less execution time and its faster than propose algorithm.  

To obtain below graph, now click on 'Extension efficiency Graph' link 
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In above graph showing efficiency of search time with propose and extension cache approach.  Above 

graph's x-axis is 'number of query search' and y-axis is 'search Time'; blue line shows proposed LSH search 

time and orange line shows Cache search time. 

Likewise, by following the aforementioned panels, you can execute full code. 

6. CONCLUSION: 

By guaranteeing tamper-proof storage and verification of data, blockchain technology integration promotes 

trust and integrity in information shared among IoT devices.  The method lowers data transfer time to cloud 

servers by using edge servers located nearer to IoT devices, hence greatly improving reactivity and general 

performance.  Using“local sensitive Hashing (LSH)” and caching strategies, data retrieval is optimised so 

that pertinent information may be accessed fast and the processing burden is lowered.  The use of certificate-

less signature systems inside the blockchain architecture also enhances device authentication, hence 

guaranteeing safe and dependable data transmission over the network.  The system uses AES symmetric 

encryption with lightweight Elliptic Curve Cryptography (ECC) to strike a compromise between strong 

encryption and performance efficiency, hence lowering execution time while preserving good security.  In 

edge-enabled IoT contexts, this combination guarantees a secure and efficient foundation for data transfer. 

Future Scope:may concentrate on expanding the system to manage the growing user base of IoT devices, 

hence guaranteeing effective data sharing as the IoT ecosystem develops.  "Artificial intelligence (AI) and 

machine learning (ML)" combined can improve data analysis, predictive maintenance, and decision-making, 

hence enhancing user experience and operational efficiency.  Enabling interoperability with various 

blockchain networks can also help to enable clean data sharing and cooperation across different IoT devices, 

hence promoting an extra connected and efficient ecosystem.  Future versions might also give enhancing 

real-time data processing capacity top priority since applications in smart towns, healthcare, and industrial 

automation want quick reactions. 
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