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ABSTRACT 

Purpose: This research paper explores the process of creating a Lambda function for an IoT 

device in the AWS cloud using C#. It provides a comprehensive guide to the steps involved in 

building a Lambda function, including setting up the AWS environment, creating the Function 

using C#, and deploying it to the cloud. Additionally, the paper will discuss the benefits of 

using Lambda functions for IoT devices, such as cost-effectiveness and scalability. It will 

provide examples of real-world use cases for this technology. By the end of this paper, readers 

will clearly understand how to create Lambda functions for their IoT devices using C# in the 

AWS cloud and will be able to apply this knowledge to their projects.  

Design/Methodology/Approach: A comprehensive literature review was conducted to gather 

information on the AWS cloud, IoT devices, and Lambda functions. The Lambda function was 

created using C# in Visual Studio. This involved writing the necessary code to perform the 

desired functionality, testing the Function locally, and packaging it for deployment. The 

Lambda function deployed to the AWS cloud using the AWS Management Console.  

Findings/Result: The AWS environment can be easily configured with IoT devices and 

Lambda functions. AWS allows for cost-effective and scalable solutions that can be easily 

managed and monitored. Creating a Lambda function using C# in Visual Studio is 

straightforward and allows for powerful and flexible coding techniques. The deployment of the 

Lambda function to the AWS cloud is simple and can be achieved using the AWS Management 

Console.  

Originality/Value: It offers a comprehensive guide to creating a Lambda function for an IoT 

device in the AWS cloud using C#. This guide includes a step-by-step approach to setting up 

the AWS environment, creating the Function using C#, and deploying it to the cloud. It 

demonstrates the real-world application of Lambda functions for IoT devices, providing 

examples of use cases and demonstrating the benefits of this technology.  

Paper Type: Experimental-based Research. 

Keywords: Lambda function, IoT devices, AWS cloud, Use of C# 

1. INTRODUCTION :  

The Internet of Things (IoT) has emerged as a significant technology trend in recent years, enabling 

various devices to communicate with each other and the cloud. One of the critical challenges of IoT is 

managing the large amounts of data generated by these devices and ensuring their scalability and cost-

effectiveness. Lambda functions, a serverless computing technology offered by Amazon Web Services 

(AWS), have emerged as a powerful and flexible solution for managing IoT devices. Using Lambda 

functions, developers and engineers can create functions that automatically scale based on demand, 

reducing costs and improving performance. This research paper aims to provide a comprehensive guide 

to creating a Lambda function for an IoT device in the AWS cloud using C#. The paper will cover the 

entire process, from setting up the AWS environment and creating the Function using C# in Visual 

Studio to deploying the Function to the cloud. 

Additionally, it will provide examples of real-world use cases for Lambda functions in IoT applications 

and demonstrate the benefits of this technology, including cost-effectiveness and scalability. Overall, it 

http://www.srinivaspublication.com/
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offers a valuable resource for developers and engineers looking to implement Lambda functions in their 

IoT projects and businesses and organizations looking to develop cost-effective and scalable IoT 

solutions. The paper is organized as follows: Section 2 provides an overview of related work already 

done on IoT. Section 3 discusses the objective of the research work. Section 4 highlights the 

methodology we used for the research work. In section 5, we do the actual experiment. This section 

describes the procedure with a required screenshot to create an IoT in the AWS cloud. Section 6 

provides recommendations for reading to understand the research topic better. Finally, Section 7 

concludes the paper and provides future research directions. 

2. RELATED WORKS :  

In their paper, Das, Patterson, and Wittie present a benchmarking tool for evaluating the performance 

of edge computing platforms. The tool, called Edgebench, measures the latency, throughput, and 

resource usage of edge computing [1]. Lee, Satyam, and Fox conducted a study evaluating production 

serverless computing environments [2]. Baldini et al. discussed the current state of serverless computing 

and the challenges [3]. Lloyd et al. investigate the factors influencing microservice performance in their 

paper [4]. Pelle et al. evaluate the performance of AWS for latency-sensitive cloud-native applications 

by measuring the end-to-end latency of several cloud-native services, including AWS Lambda, AWS 

Fargate, and AWS Elastic Beanstalk [5]. Yadavalli et al. propose an intelligent IoT system for 

monitoring and controlling livestock parameters [6]. Baresi, Filgueira Mendonça, and Garriga present 

a serverless edge computing architecture for low latency [7]. Gillam et al. explores edge computing for 

connected and autonomous [8]. Bastos provides an overview of the technologies and security features 

of public cloud IoT solutions. The paper discusses the benefits and challenges of using public cloud IoT 

solutions, such as scalability, cost-effectiveness, and security risks [9]. Ihejimba and Wenkstern propose 

a cloud-based traffic signal notification system for blind people. The system uses computer vision and 

machine learning techniques to detect traffic signals. It sends notifications to users through a mobile 

app, enabling them to navigate safely and independently in urban environments [10]. 

3. OBJECTIVES :  

The objectives of this research paper on creating a Lambda function for an IoT device in the AWS cloud 

using C# are:  

(1) To provide a comprehensive guide to creating a Lambda function for an IoT device in the AWS 

cloud using C# in Visual Studio.  

(2) To demonstrate the real-world application of Lambda functions for IoT devices, including examples 

of use cases and the benefits of this technology.  

(3) To highlight the technical details of creating a Lambda function using C# and deploying it to the 

AWS cloud.  

(4) To showcase the cost-effectiveness and scalability of Lambda functions for IoT devices and how 

they can provide a powerful and flexible solution for a wide range of applications.  

(5) To test and evaluate the Lambda function to ensure that it meets the specified requirements and can 

handle a variety of inputs and produce the desired output.  

Overall, this research paper aims to provide a valuable resource for developers, engineers, and 

businesses looking to implement Lambda functions in their own IoT projects and to demonstrate the 

feasibility and effectiveness of this technology for managing IoT devices. 

4. APPROACH AND METHODOLOGY :  

In order to create a Lambda function for an IoT device in the AWS cloud using C#, the following 

methodology can be adopted: 

 Setting up the AWS environment: First, the AWS environment needs to be set up, which 

includes creating an AWS account, creating a Lambda function, and creating an IoT device. 

 Configuring the AWS Lambda function: Once the AWS environment is set up, the next step 

is to configure the AWS Lambda function. This includes specifying the function name, the 

runtime environment (in this case, C#), and the function handler. 

 Writing the C# code: With the AWS Lambda function configured, the next step is to write the 

C# code that will run on the Lambda function. This code will communicate with the IoT device 

and perform necessary actions based on the data received. 

http://www.srinivaspublication.com/
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 Testing and debugging the Lambda function: Once the C# code is written, it must be tested 

and debugged to ensure it works as expected. This can be done using the AWS Lambda console 

or the command line interface. 

 Deploying the Lambda function: Finally, the Lambda function needs to be deployed to the 

AWS cloud so that the IoT device can use it. This can be done using the AWS Lambda console 

or the command line interface. 

Following this methodology, the Lambda function for an IoT device in the AWS cloud using C# can be 

created and deployed successfully. 

5. EXPERIMENT : 

Create a User in IAM 

1) Open https://aws.amazon.com/  

2) Click “Sign In to the Console” from the top right corner. If an AWS account is not available, create 

it.  

3) Let us consider already having an AWS account. According to the User, Select Root or IAM. 

Provide ID and password. 

4) Open the IAM console. From the left side panel, click on “User.” From the top right, click on the 

"Add users" button. 

5) Enter a username like “User_Alexa_IoT”—press the “Next” button. 

6) Permission options: select “Add user to a group” and click “Next.” 

7) At the bottom right, click on “Create user.” The User will be created and displayed under the User 

name list.  

8) Now click on Just Created User (user name), and click on the “Security credentials” tab (middle 

of the window). 

9) Scroll down> under the “Access keys,” in the middle right, click on the “Create access key” button. 

10) Select “Application running outside AWS.” At the bottom, click on the “Next” button. 

11) Under the Set Description tag- optional, add like “Alexa request Handle.”  

12) Click on the “Create access key.” 

Access key: AKIAUA2XFJXX3IQNPYZT 

Secret access key: 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 

13) Copy the access key and Secret access key. We can download it as a .csv file by clicking the 

“Download .csv file” button. Click on the “Done” button.  

14) In the middle left (first) tab of the windows, click on “Permissions.” Click “Add permissions.” 

select “Create inline policy.” Click on “Choose a service.” Inside the search box, type “Lambda.” 

click on “Lambda.” under the Manual actions, check on “All Lambda actions.” 

15) Under the resources, click the “All resources” radio button. Click on “Review policy.” 

16) Inside the name textbox, type a name like “Policy_Alexa_IoT.” 

17)  At the bottom, click on the “Create policy” button.  

18) Click on the policy name “Policy_Alexa_IoT.” Click on “+ Add additional permissions.” Click 

on “Choose a service.” Inside the search box, type “iot”> click on “IoT”> under the Manual 

actions, check on “All IoT actions (iot:*).” Click on “Review policy.” 

19) Click on “Save changes.” 

20) To activate the policies, better to close the browser. 

Create Role: 

1) From the left side, click on “Role.” 

2) From the right side, click on “Create Role.” 

3) Keep selected “AWS service.” Click on “Next.” 

4) Under “Use case.” Select “Lambda.” Click “Next” 

5) Search “Iot” and check the box on “AWSIoTFullAccess.” Click on “Next” 

6) Enter a role name like “role_Lambda_Alexa_IoT.” 

7) Click on “Create role.” 

Install AWS Toolkit 

1) Download and Install the Visual Studio community edition from 

https://visualstudio.microsoft.com/vs/community/  

http://www.srinivaspublication.com/
https://aws.amazon.com/
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2) Open Visual Studio. Click on “Continue without code.” From the top menu bar, click “Extensions” 

and .click on “Manage Extensions.” Inside the search box, type “AWS.” click on the “Download” 

button next to “AWS Toolkit for visual studio 2022”. Click on the “Close” button. Close visual 

studio IDE. After a while, the VSIX installer will start the installation. Click on “Modify.” After a 

few minutes; the installation will be completed. Press the “Close” button. 

Create Lambda function: 

1. Create a folder on the Desktop. 

2. Open Visual Studio. 

3. Click on “Create a new project.” 

4. Select C#, AWS, and All project types. The available project templates will be displayed below. 

Select “AWS Lambda Project(.NET Core-C#),” in figure  1. Click on “Next” 

 

 
Fig. 1: Project Type selection [source: Microsoft Visual Studio 2022 Community edition] 

5. Enter the project name and location. Click on the “Create” button. One window appears. Select 

Empty Function and click on the “Finish” button. It is depicted in Figure 2.  

 
Fig. 2: Function selection [source: Microsoft Visual Studio 2022 Community edition] 

 

6. Download the two classes from GitHub https://github.com/sudipchakraborty/AWS-Lambda-

Function-for-Our-IoT-Using-C-sharp.git. Inside the project, Paste “Function. cs” and 

“AWS_MQTT_Client.cs.”. add two classes as existing items. 

 

http://www.srinivaspublication.com/
https://github.com/sudipchakraborty/AWS-Lambda-Function-for-Our-IoT-Using-C-sharp.git
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Fig. 3: required Package to Install [source: Microsoft Visual Studio 2022 Community edition] 

 

7. From the Nuget package manager, install the below packages as depicted in figure 3. 

8. Build the project. 

Add IAM Credential to the AWS Explorer: 

1) The AWS Explorer is available on the left side of the visual studio IDE. 

2) On the top, click the “Add AWS Credentials Profile” button. The New Account Profile window 

appears as depicted in Figure 5.4  

3) Select the region by filling in the Profile name, Access Key ID, and Secret Access key. Click on 

“OK”.  

 

Fig. 4: New Account Profile window [source: Microsoft Visual Studio 2022 Community edition] 

Publish Lambda function: 

1) From the right side of the IDE, right-click on the project name. Click on “Publish to AWS 

Lambda…” 

2) The upload window will appear. Fill function name, Description depicted in Figure 5. 

 

http://www.srinivaspublication.com/
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Fig. 5: Upload Interface [source: Microsoft Visual Studio 2022 Community edition] 

 

3) Click on “Next.”  The “Advance function details” window will appear. Under the role Name 

dropdown list, Select an existing role. If the role is not available, under the “New role based on 

AWS managed policy,” select “AWSLambda_FullAccess(Grants full access to AWS Lambda 

service, AWS Lambda console features, and other related AWS services).” Click on the 

“Upload” button—the interface depicted in Figure 5.6. 

 

 
Fig. 6: upload Interface [source: Microsoft Visual Studio 2022 Community edition] 

http://www.srinivaspublication.com/
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Fig. 7: upload completed [source: Microsoft Visual Studio 2022 Community edition] 

 

4. After a couple of minutes, the upload will finish. Click the “Close” button. As depicted in Figure 7. 

 
Fig. 8 : List of lambda function [source: https://us-east-

1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions 

 

The link between Lambda and Alexa service: 

1. Open Lambda console. From the left side, click on “Functions.” The available Function will be 

displayed on the right side, depicted in Figure 8. Click on the function name “ LambdaAlexa.” 

2. Click on the “+ Add trigger” button. Depicted in Figure 9.  

 

 
Fig. 9: upload completed [source: https://us-east-

1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions ] 

 

3. Open Alexa Console, Copy the Skill ID, and paste it inside the Skill ID box. As depicted in 

Figure 10. Click the “Add” Button. 

 

http://www.srinivaspublication.com/
https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions
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Fig. 10: upload completed [source: Microsoft Visual Studio 2022 Community edition] 

 

4. Copy the Lambda function ARN and paste it inside the Alexa default End Point. Save the 

endpoint Depicted in Figure 11. 

 
Fig. 11: Lambda function ARN [source: https://us-east-

1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions ] 

 

5. The link is now established. Close the browser. 

 

Test Lambda function: 

1) Create an Alexa skill. Lots of youtube videos are available. One video link is 

https://www.youtube.com/watch?v=COz51cENHO0.  

2) Let us assume we have already developed skills. Now, Open the Alexa developer console, and click 

the “Test” button. We can send a command, either by voice or typing. The test starts with “Open” 

and then the invocation name. Here invocation name is “my home.” So we can send typing “open 

my home.” Then we can send our command according to the Alexa command handler. Some test 

commands are executed, depicted in Figure 5. 12. 

User: open my home 

Alexa: Welcome to my home 

User: light on 

Alexa: ok. 

http://www.srinivaspublication.com/
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Fig. 12: alexa test interface [source: https://developer.amazon.com/ ] 

6. RECOMMENDATIONS :   

 This paper provides reference information to create Alexa-enabled IoT devices. The below-enlisted 

papers can be treated as a reference for IoT-based research work. All papers are practical-oriented.  

 A good youtube link on Lambda in C# [11-16]: 

https://www.youtube.com/watch?v=BPWmaYJIjCk&t=632s  

 The researcher interested in IoT using Sinric Pro can Navigate: 

https://www.srinivaspublication.com/journal/index.php/ijcsbe/article/view/1980.  

  One good reference on Virtual IoT device Creation using Sinric Pro: 

https://www.srinivaspublication.com/journal/index.php/ijaeml/article/view/2093/817  

 How to create IoT inside the AWS cloud: 

https://www.srinivaspublication.com/journal/index.php/ijcsbe/article/view/2283/875  

 Physical IoT device creation using AWS and ESP module: 

https://www.srinivaspublication.com/journal/index.php/ijmts/article/view/2321/881  

 Create Multiple IoT Device Controller Using AWS, ESP32, and C#: 

https://www.srinivaspublication.com/journal/index.php/ijaeml/article/view/2359/896  

7. CONCLUSION :  

The research paper on creating a Lambda function for an IoT device in the AWS cloud using C# has 

provided a comprehensive guide to creating a powerful and flexible solution for managing IoT devices. 

The paper has demonstrated the real-world application of Lambda functions for IoT devices. It has also 

highlighted the technical details of creating a Lambda function using C# and deploying it to the AWS 

cloud. The Function was able to handle a variety of inputs and produce the desired output, 

demonstrating its effectiveness in managing IoT devices. The research paper has provided a valuable 

resource for developers, engineers, and businesses looking to implement Lambda functions in their IoT 

projects. The paper has demonstrated the feasibility and effectiveness of this technology for managing 

IoT devices. It has highlighted the benefits of using Lambda functions, including cost-effectiveness, 

scalability, and improved performance. 
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