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ABSTRACT

Purpose: E-government is a means of providing services by facilitating communication
between government and citizens, government and businesses and among levels of government
in a robust, flexible and efficient manner. Service-Oriented Software Engineering (SOSE) is a
recognized approach of developing robust, flexible and efficient E-government system by
transformation of existing systems. However, several challenges and issues in SOSE-Based E-
government systems need to be addressed to attend the desired goal. This paper used systematic
literature review (SLR) to identify, classify and analyze primary studies published in the
research community from 2010 to 2021 that focused on SOSE approach for E-government
systems.

Methodology/Approach: A review protocol was applied to gather 61 relevant primary studies
that were critically analyzed, classified and evaluated.

Findings/Result: The results shows that research was active on this topic within the reviewed
period. The review’s record shows that the highest number of publication of 10 was in 2010
and lowest number of publication of 2 was in 2016. Furthermore, interoperability received the
highest attention by researchers with 22 publications, whereas security received the lowest
attention with 2 publications in the reviewed period. It is recommended that further research
be conducted on modelling in view of the heterogeneous and dynamic nature of business
operations in governance. In addition, further research is required toward SOSE security for
protection of E-government systems.

Originality/Value: A new research direction identified on SOSE-Based E-Government System
Paper Type: Review Research Paper.

Keywords: Systematic Literature Review, E-government, Digital Government, SOA-Based
E-Government, SOSE-Based E-government

1. INTRODUCTION :

E-government refers to the application of information and communication technology (ICT) to enhance
public service provision. E-government is a service delivery within governments as well as between
governments and the public. Traditionally, government services are provided by ministries, departments
and agencies (MDA) spread in different geographical locations using paper forms. Nowadays, digital
service provision is prioritized by governments worldwide. The transition toward digital approach to
public services by E-government service solution is advancing in the developed and developing world.
For instance, the governments’ digital service transformation worldwide is toward local governments
offer services completely online [1]. The use of internet for government services and information is
popular in America. Most Americans citizens interact with government by online channels. However,
this is not evenly distributed across income and educational levels of citizens. A study by Lenhart, et
al. [2] revealed that well-educated internet users and high-income earners are much more engaged than
those on the lower levels. According to the author, majority of Americans prefer E-government and
most online E-government interactions are successful.

E-government is define by Behara, et al. [3] as the use of modern technology to enhance the efficiency
and effectiveness of service delivery as well as promote transparency among citizens. The recent
popularity of the internet have modified the way people interact, learn, and work in most organizations
including government service delivery [4]. The global revolution by use of internet naturally should
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transform the way government organizations provide services to its citizen, business and other
government agencies [5]. E-government is the use of ICT to enhance information exchange between
government and citizens, G2C, government and business, G2B as well as among governments G2G. In
other word, E-government implementation promotes information sharing between government sectors
(G2G), internal relationship between government and citizens (G2C) as well as integration of business
applications to support governance (G2B). The aim of E-government is to enhance service delivery in
such a way that citizens can easily interact and transparently participate in governance.

E-government is generally regarded as an approach for supporting government services to satisfy
citizens with enhanced service performance, interoperability and security [6]. According to Alshomrani
& Qamar [7], the efficiency and effectiveness of utilization of ICT for public service provision
worldwide leads to the concepts of e-business and e-commerce to the evolution of SOA. SOA
establishes seamless, flexible, interoperable and autonomous services that runs online to support the
business functions of e-governments. E-government has identical characteristics worldwide. However,
it is complicated in some countries due to the complexity of multi-tier nature of their governance
structure. This coupled with the diversity and autonomy of various ministries, departments and agencies
of government [8]. Consequently, despite the huge investment made in ICT by governments worldwide,
government operations still remain inefficient and ineffective. Therefore, further research is needed to
provide more technologies, models and architectural tools for enhancing the administrations of E-
government systems.

Despite the recognition of SOSE as a means of providing transparent, interoperable and efficient system
by integrating heterogeneous services into distributed E-government system. However, high cost of
SOSE’s middleware and associated tools is a major bottleneck for adoption of the architecture.
Although, Das, et al. [9] proposed the use open sources SOSE middleware tools for implementation of
E-government. The author recommends Apache ServiceMix, Mulesource Mule, WSO2 ESB and JBoss
ESB. Others are jitterbit and OpenAdapter open source ESB middleware for E-government
implementation. Alghamdi, et al. [10] examined the best practice for a successful SOSE E-government
by a critical success framework. The authors adopted qualitative research method by survey using semi-
structured interview of senior managers of Saudi Arabia’s E-government programme. The study
discovered that additional effort is needed for success in SOSE E-government adoption. The purpose
of his study is to identify and synthesize relevant scholarly literature on SOSE-based E-government
system as well as to provide further research direction. The remaining part of the paper is organized as
follows; section 2 reviews related studies on SOSE-based E-government system as well as discusses on
the research method and section 3 provides the results of the literature review. Section 4 is for
conclusion and recommendation for further research.

2. MATERIAL AND METHODS :

2.1 Related Works

Analysis of the literatures in the reviewed period is broadly classified into four (4) categories;
interoperability, integration, modelling and security. Interoperability in this context refers to the ability
of different governments, organizations and businesses’ information system connect and interact with
each other to function effectively. Whereas integration is the amalgamation of isolated data for easy
information sharing. Modelling is the systematic representation of a real world phenomenon in a plan
to develop an E-government system. Finally, security hereby refers to the protection of E-government
system against danger or threats. Although an overlap exist where studies investigated both integration
and interoperability ([11]; [8]; [12]; [13]; [14]). First, Sedek, et al. [11] and EI Benany, and El Beqgqali,
[8] considered both integration and interoperability as essential parameters for one-stop E-government
portal. Second, Madouk & Baraka [12] build SOA-based framework for Palestinian E-government that
integrated central database to achieve interoperability. Third, Paul and Paul [13] attempts to achieve
both integration and interoperability by enterprise architecture and SOA for E-government systems.
Lastly, Alhajri, et al. [14] uses web service architecture to achieve integration and interoperability. The
authors proposed an SOA-based framework for E-government integrated portal.

a) Interoperability:

Sedek, et al. [15] summarized existing literature on interoperability of E-government portal and
discovered that most e-government architecture adopts SOA for interoperability. For instance, Saleh, et
al. [16] proposed a framework for E-government based on SOA using Jordan as a case study. The
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framework is partitioned into client, presentation, application and data layer. According to the authors,
the solution allows interoperability between government organs. Similarly, Al-khanjari, et al. [17]
proposed an architectural solution for achieving E-government interoperability of independent
computing systems. Whereas Al-Rashedi [18] build an architectural model based on SOA and cloud
computing to ensure interoperability of multiple E-government services. Although the authors used
model approach, the aim is to achieve cooperate E-government systems. Widodo, et al. [19] developed
E-government interoperability architecture by use of SOA and Event Driven Architecture (EDA).
Gonzalez [20] used SOA to connect cross-cutting services for interoperable Uruguay E-government
platform. Also, Kanagwa [21] developed an interoperable E-government framework using SOA model
and ontologies and proposed National Enterprise Architecture (NEA) for semantic interoperability. A
study by Ma [22] combined SOA and workflow technology to support E-government platform.
Although the study focus on processing model joining administration and approval in interoperability
of E-government system. Simon et al. [23] proposed an interoperable Hungarian E-government
framework by use of web service and SOA as the middleware for implementation.

Baraka & Madouk [24] proposed SOA-based centralized database framework for Palestine E-
government. According to the authors, SOA has the capacity of transforming the current centralized
database’s data integration and interoperability limitations. Similarly, Bonacin et al. [25] designed an
e-government interoperability architecture by SOA with SOAP on http communication protocol. The
propose models allows citizens involve in decision of services to be provided. The author suggested use
of SOA for E-government interoperability. SOA provides interoperable, flexible, and distributed service
systems. However, the authors outline on use of http transport in the proposed framework to achieve
interoperability and flexibility is misleading. First, messages in SOSE systems are distributed at the
application layer not transport layer. Second, the http transport systems are point-to-point connections,
where clients read and write into the server. Whereas, SOSE systems are end-to-end connections
between service provider and service consumer through a middleware. Overall, the use of SOA solution
for interaction with central database is key to interoperability, flexibility, agility and automated
distributed systems. Paul and Paul [26] proposed service oriented government enterprise architecture
(SOGEA) for E-government interoperability that act as a platform for connected government. The
authors analysed the need for E-government interoperability in India and identified reduced IT cost,
enable flexibility and optimization as benefits of SOA based E-government implementation. However,
high initial implementation cost and resistance from adoption of new technology are some of its
bottlenecks.

b) Integration:

Research on data integration in e-government can be broadly classified into two broad categories; partial
integration and the whole E-government platform integration. First, studies by Zhang, et al. [27], Yan
& Zhan-Ping [28] and Utama et al. [29] focused on integrating some aspect of the E-government
systems. Zhang, et al. [27] constructed a single model unifying multiple civil aviation aspect of E-
government. The authors analysed the operations of the integrated civil aviation’s application
environment in E-government system. Similarly, Yan & Zhan-Ping [28] used data fusion and SOA to
integrate applications in E-government system. The authors tested the solution by integrating
departments in education systems of government for quick data response. Whereas, Utama, et al. [29]
used SOA for the integration of independent regional government services in Sidoargo Regency. The
integration approach is in three phases; database formation, service formation and implementation of
service to provide a high speed E-government system.

Next are the studies that focus on integration of the entire E-government system ( [30]; [31]; [32]; [33];
[34]; [35]; [36]; [371; [38]; [39]; [40]; [41] ). Das, et al. [30] uses open source SOA tools as middleware
to integrate heterogeneous services in E-government system. Yau and Guo [31] and Sasono, et al. [38]
proposed the use of government service bus (GSB) to handle integration of heterogeneous services in
E-government systems. Although, Yau and Guo [31] focused on integration of new and existing
services, whereas Sasono, et al. [38] focused on managing government to government (G2G),
government to citizens (G2C) and government to business (G2B) services in E-government systems.
Yunliang, et al. [32] developed a flexible information management for integrating multiple existing
heterogeneous information systems for E-government based on SOA framework. Similarly, Huang and
Wang [33] leveraged on the intelligent management capability of Enterprise Service Bus (ESB) for
integration of isolated services for information sharing in E-government system. Budiardjo, et al. [34]
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optimized the operations of Indonesian E-government by integrating multiple levels’ rules and policies.
The authors integrated the services in Zuma E-government Framework (ZEF) to enhance E-government
system by SOA and business process management (BPM). Al-Rashedi [35] developed an architectural
model to improve service integration in E-government for deployment in private cloud by using SOA
technology.

In an effort to unify government services, Mesfin [36] used SOA e-readiness evaluation framework to
integrate existing systems. The author discovered that by the use of this approach; legal, government
and human resources needs are met. Also, Hodijah, et al. [37] and Almahmoud [41] proposed an SOA-
based legacy system integration solution by design model of data exchange between services. The
solutions maintained stable load balancing method of the system. To solve the heterogeneous problem
of Indonesian government information system, Fajar and Shofi [39] applied the service-oriented design
and analysis for an SOA solution to integrate services in Indonesian E-government systems. Similarly,
Sofian [40] attempt to transform peer-to-peer system to a single mega public service system and
proposed an SOA-based framework for E-government integration portal. The authors uses web service
architecture (WSA) to enhance E-government processes. Overall, research has shown that E-
government integration could be established by use of SOA as a middleware eliminating the cross
organizational barriers. Furthermore, the use of SOA technology for integration is imperative for
reduced-IT cost, flexible, efficient, agile and loose-coupled E-government system.

c) Modelling:

A study of the relationship between SOA and E-government by Asadi and Rashidi [42] investigated the
benefits of implementing E-government by SOA. According to the author, SOA serves as a mediator in
E-government system. Generally, research on the conceptual model of service to efficiently align
business process with the capabilities of information technologies can be broadly classified into partial
([43]; [441;[45]; [46]; [36]; [39];[47] ) and comprehensive approach ([48]; [49]; [50]; [51];[52]; [53];
[54]; [55]; [56] and [57] ). Jayawickrama [43] and Najar, et al, [44] proposed an E-complains model by
business process execution language (BPEL) to depict the citizen complain process for SOA-based E-
government system in Sri Lanka. Hariguna [45] used SOA for planning and implementation to solve
cost and human resources problems in E-government system. Similarly, Fajar & Shofi, [39] used
service-oriented design approach to propose a conceptual model for Indonesian E-government
travelling system. Whereas Bao & Zhao [46] applied the bottom-up approach starting from coding of
the supporting modules’ logic to develop call services in SOA-based E-government system. Mesfin, et
al. [36] evaluated the E-readiness by a flexible and scalable model of E-government framework for
Ethiopia. Also, Suzuk &Suzuk [47] proposed an architectural model for transport management system
in E-government system by SOA. The author used large cargo as a case study and discovered that the
model enhanced data validation and provides quicker interaction as well as cheaper logistic.

In an effort to comprehensively improve E-government services to citizens, Najebpour, et al. [48] used
architectural model of government concepts to enhance citizens’ satisfaction with communications in
SOA-based E-government systems. Also, Kileo & Bograd [50] used model to analyse the relationship
between government to government (G2G), government to business (G2B) and government to citizens
(G2C) components of E-government systems. The authors presented a layered decomposition model
for SOA-based E-government system. Similarly, Nogo & Macan [51] developed service modules for
government to government (G2G), government to business (G2B) and government to citizens (G2C)
service provision to establish data exchange for SOA-based E-government system for Boshia
Herzegovina. Whereas Kim, et al. [52] analysed the adoption ideologies for the application of SOA-
based E-government implementation in Japan and Dico [53] analysed current E-government models to
identify novel challenges in SOA-based E-government. The author discussed on enterprise architectural
model of governments and highlights the challenges in E-government implementation by SOA. By
using the same approach, Sedeno, et al, [54] analysed the vital context of business administration of
public service in E-government system. The author presented a model for practical application of SOA
in public administration.

Other comprehensive modelling approach by Ray & Debnah [49] introduced the use of agile and
extreme programming principles for implementation of SOA-based E-government systems. This
approach differs from that of Gitau [57] who developed a model of Kenyan E-citizen application for
SOA-based E-government by survey and service-oriented modelling architecture (SOMA). An
approach by Barakat and El-Beqqati [55] proposed a database design for flexible E-government system
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by Extract Transfer Load (ETL) process and SOA. While Nakonechnyi, and Kolisnichenko [56]
analysed information flow and technological infrastructure to propose user-orientation model for
effective collaboration of all participant in SOA-based E-government system of Ukraine. Finally, a
comprehensive approach by Qusef, et al. [58] proposed an SOA-based E-government implementation
model with an overview of the required digital e-service and partial interaction. Overall, substantial
number of research focused on partial or comprehensive modelling of business process for efficient
adoption of SOSE-based E-government system. However, research in this aspect is not yet exhausted,
particularly with the evolutionary nature of governance.

d) Security:

Enforcing security across E-government systems is challenging in view of dynamic and heterogeneous
nature of its communication network. Information security vulnerability in E-government system ranges
from identification, authentication, access control, data integrity to confidentiality issues. Despite the
ever-increasing network security threats, little research attention is directed toward protection of E-
government system. An attempt by El-keffas and Fouad [59] to enhance data integrity in E-government
by using SOA as the middleware between reusable independent applications of government agencies.
Whereas Zhiguang and Ting [60] studied SOA integration of E-government and proposed an identity
authentication model for the system. Security is an important aspect of service systems to achieve a
successful SOSE-based E-government system. As such, further research should be conducted in this
area for the protection of both citizens’ and governments’ information.

2.2 Research Method:
According to Kitchenham, et al. [61], systematic literature review is a process of identifying, selecting,
assessing, analyzing and interpreting all available literature on a particular area of investigation.
Systematic literature review is a powerful literature review method because it uses a predefined review
protocol which results in thorough, robust, and fair review.
2.2.1 Review Protocol:
The review protocol guided the research process from formulation of research questions, search
strategy, inclusion and exclusion criteria, quality assurance, and study selection to data extraction on
primary studies
a) Research Questions
RQ1: What is the research distribution on SOSE-Based E-government system from 2010 to 20217
RQ2: Which aspect of SOSE-Based E-government system requires further research?
b) Search Strategy
The search was conducted by use of key terms of the research questions and synonyms. These terms
were connected by Boolean operators (AND, OR) in order to retrieve all relevant articles. The Boolean
“OR” was used to construct search strings with similar meaning. Whereas, the Boolean “AND” was
used to connect the distinct parts of the search string. Consequently, the search string is:
<SOSE or SOA or SOC or SBA or “Service-Oriented” or “Service-Based” or “Service-Centric” or
“Service System” or “Service System Engineering”> AND <E-Government or “Digital Government”
or “Electronic Government” or “Online Government™ >
¢) Inclusion and Exclusion Criteria
Inclusion Criteria
i. A primary study must be on SOSE-based E-government System.
ii. A primary study must be published within 2010 and 2021.
iii.  The research direction of the primary study must be relevant to the research questions.
iv. A primary study must be written in or can be translated to English language.
Exclusion Criteria
i. All primary studies that are not related to the research questions in anyway.
ii. All primary studies published before 2010 and after 2021.
iii. All primary studies written in other language apart from English language without translation.
d) Study Selection
All primary studies that satisfied the inclusion criteria was selected for further scrutiny. However, this
review covered primary studies from 2010 to 2021 only. Furthermore, the studies that is not written in
English language and all effort to obtain its translation in English language failed was excluded.
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e) Quality Assurance
The collection of primary studies from 2010 to 2021 that are related to SOSE-based E-government
system were subjected to scrutiny. Subsequent to screening the studies by the inclusion and exclusion
criteria to remove irrelevant articles, suitable once were saved in Mandele Reference Manager. Further
scrutiny was conducted to remove duplicate as well as ascertain the quality and relevance of gathered
articles in answering the research questions.
f) Data Extraction
An outline of the data extraction procedure is as follows:

» Examine selected primary studies’ Title, Abstract and Keywords to discard unrelated
articles.
Retrieve the full-text of relevant articles for further evaluation.
Critically evaluate primary studies’ eligibility.
Extract relevant data required to answer the research questions of this study.
Record the extracted data on the Data Extraction Form in Table 1.

Y VVYVY

Table 1: Data Extraction Form
Publication Date
Author

Title

Research Direction

2.2.2 Review Conduction Process
In compliance with the review protocol, the conduct of the literature can be depicted by the flow chart
on figure 1.

Detail description

1. Start

2. Search using Search string

3. Read Title, Abstract &
Keywords of all potential
Studies

Is primary studies relevant?

If yes, then extract full text
Critically Evaluate to Text
Record its Direction

Exclude

Stop

[=]

EEasEs

Fig. 1: Flow Chart for Review Process
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First, search for potential primary studies by use of the search string. Second, then read the title, abstract
and keywords of potential primary studies to evaluate its relevance to the research questions, where
irrelevant studies was excluded. Third, relevant studies was extracted for evaluation. Fourth, all relevant
studies was evaluated critically to identify its research direction. Finally, the research direction of each
selected paper was recorded.

3. RESULTS AND DISCUSSIONS :

3.1 Data Analysis
Data analysis involve summarizing by classifying the data gathered from selected primary studies. The
analysis of data collected from this study is classified into two categories in line with the research
questions. First, selected primary studies were classified according to the year of publication as shown
in table 2.

Table 2: No of Publications per Year

Year 201 | 201 | 201 |201 {201 |201 | 201 |201 |201 |201 |202 |202 | Tota
0 1 2 3 4 5 6 7 8 9 0 1 |

No of |10 |4 7 4 7 4 2 6 3 5 6 3 61
Publicatio
n

Second, after evaluation, articles were classified according to identified research direction of the
primary studies as shown in table 3.
Table 3: No of Publications per Research Direction

Research No of Publication
Direction

Integration 17
Interoperability 22

Modelling 20

Security 2

Total 61

3.2 Reporting and Discussion

This section provide the report of the review results presented in charts followed by a precise discussion
on each chart as follows.

a) Research Distribution from 2010 to 2020

RQ1: What is the research distribution on SOSE-Based E-government system from 2010 to 2021

No. of Publication 2010 to 2021

12
10

o N B OO

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

== N0. of Publication

Fig. 2: Graph of Publications from 2010 to 2021
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The graph on figure 2 shows the number of publications made in the reviewed period of twelve (12)
years from 2010 to 2021. First, the highest number of publications of 10 was made in 2010, it then drops
to 4 in 2011. This followed by double fluctuations of rises to 7 and drops 4 between 2012 and 2015.
Then drops to its lowest number 2 in 2016 and rose to 6 in 2017. The number of publication drops back
to 3 in 2018 and rises steadily up for two consecutive years to 6 in 2020. Finally, it drops back to 3 in
2021. In conclusion, the lowest number of publications was 2 made in 2016. Whereas the highest
number of publication was in the year 2010 with 10 publications.

b) Research Classification

RQ2: Which aspect of SOSE-Based E-government system requires further research?

No. of Publication

25
20
15

10

1

0 [
Integration  Interoperability =~ Modelling Security

= No. of Publication

Fig. 3: Chart for Publications per Research Direction

The bar chart on figure 3 illustrates the number of publications for each research direction. Remarkably,
interoperability recorded highest attention by researchers with 22 number of publications. The next two
research focuses that recorded higher attention are modelling and integration with 20 and 17 number of
publications respectively. Security is the research area that received least attention in the reviewed
period. Consequently, information security is the aspect of SOSE-based E-government system that
requires further research.

4. CONCLUSION AND RECOMMENDATIONS :

Research has shown that use of SOA for integration provides flexible and responsive E-government
system. This approach transforms independent systems and applications into highly efficient, robust,
loosely couple, agile, flexible and reusable E-government system. SOA is an essential technology for
integration of systems’ belonging to governments’ ministries, departments and agencies (MDA) with
business and other levels of government for a standard interoperable E-government systems. Although,
research has shown that interoperability could be achieved by integration of systems. This review
discovered that interoperability of independent systems and applications can be established by SOSE
principles without the need for integration. SOSE technology facilitates interoperability among different
isolated systems and applications for flexible and loosely coupled E-government system.

Modelling involves making a representation of real world business logic and data for translation into
programme to behave like the real life system in order to accurately close the gap between business
analysis and information technology (IT). This study discovered that SOSE approach is a systematic
and flexible way of modelling services for E-government system. However, in view of the
heterogeneous and continuous change in business operations of governments and businesses, further
research is required toward effective modelling and designing for complex E-government system.
Finally, information security received less attention in the reviewed period. Despite an increase in
awareness on SOSE approach for effective E-government development. However, concern caused by
fear of malicious acts that might attack or shutdown E-government system is a serious concern.
Consequently, it is recommended that further research be conducted toward SOSE security for
protection of E-government systems.
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